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To reach heights one must start climbing and if the journey is difficult then perseverance
is the Rey to success. As a teacher we have realized over past years that success in any
competitive exam requires hard work and proper guidance. Engineers Academy with its
unique teaching methodologies has always proved that we meet the expectations of
thousands of students and parents to make their dreams come true. With changing
patterns,we have adapted ourselves to deliver the best and ensure better results.

This book has been organized and executed with a lot of care, dedication and passion for
lucidity. A conscious attempt has been made to simplify the concepts to facilitate better
understanding of the subject.

Engineers Academy has many successful stories of students who secured All India RanR
in ESE, GATE, PSUs and JEn. Now we invite you to become a part of Engineers Academy to
explore and achieve ultimate goal of your life. We promise to provide you quality
guidance with competitive environment which is far advanced and ahead than the reach
of otherinstitution.

We would feel satisfied ifthe book meets the needs of the students forwhom it is meant.

Lastly, we are thanRful to all the engineers, authors whose work has been the source of
enlightenment, inspiration and guidance in presenting this booR.

Itis hopedthatthe booRinits new form will enjoy its everincreasing popularity.
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e This booR has been written to meet the growing requirements of candidates
appearing for Basic Computer Instructor and other competitive Examinations. Though
every candidate has ability to succeed but competitive environment, in-depth Rnowledge,
quality guidance, time management and good source of study is required to achieve goals.

This booR includes Multiple Choice Questions (MCQ'’s) which works as a mock exam
practice for the reader. Questions of all the subject have been organized in systematic,
concepts oriented and error less manner so that it become easy and interesting for even a
beginnerto understand. It is a very convenient book and must be solved by candidate aiming
for competitive exams.

After solving this booRlet students can feel encouraged and develop confidence to
attempt each and every type of numerical as well as theoretical problems. Each problems
explains solving approach so that atthe end, so the reader is well equipped to be able to apply
any type of problem solving requirement and distinctly choose one strategy or type from the
other.

We hope this booRk will be proved an important tool to succeed in Basic Computer
Instructor and other competitive Examinations.

Even though, enough readings were given for correcting the error and printing
mistakes, due to human tendency there could be some minor typos in the booR. If any such
typos found, they will be highly appreciated and in corporated in the next edition. Also, please
provide yourvaluable suggestions at :engineers.academy.india@gmail.com

Wish you all the best. Have a nicereading.

Team of
Engineers Academy Publications
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NETWORK SECURITY

OBJECTIVE QUESTIONS —

CHAPTER

In the digital signature technique when the whole message is
signed using an asymmetric key, the receiver of the message
uses to verify the signature./f$fSTeer RIF-=R T@H®
# g AU WY U Asymmetric key BT STINT ey SRR
8, WA & Receiver THIER AMUT B & foTg

BT STINT FT 2

(a) Her or his own public key

(b) Her or his own private key
(c) The sender's public key
(d) None of the choices are correct/®Tg 1 faweq A& =&l 2|

What is the ethics behind training how to hack a system?/System
B 8 B D UMNLAT & WS Ethics a7 87

(a) To think like hackers and know how to defend such attacks/
&% BT AE ArET SR VA EHl A q=G BRAT ST

(b) To hack a system without the permission/3TJAT % fa=r
Ried @1 8% Pl

(¢) To hack a network that is vulnerable/&ASIR "edd ol
T @ forg

(d) To corrupt software or service using malware/HedaR BT

SUART R ATCIIR AT HaT BT corrupt IR & foIg

After performing .............. the ethical hacker should never
disclose client information to other parties./Ethical T®HX T
PR B 918,31 Uit BT Bt o delge B STHBRI
BT Gl 81 HRAT AMSY |

(a) Hacking/g8f®T

(b) Cracking/sh & T

(c) Penetration testing/ﬁlﬁﬁifl—*l e

(d) Exploiting/2 0T

Which one of the following is a type of antivirus program?/
1 § 9 B9 A1 U UPR BT YSIRRY program &7

(a) Quick heal (b) Mcafee

(c) Kaspersky (d) All of the above/STRIG
Which one of the following refers to the technique used for
verifying the integrity of the message?/ff & & &I AT
message 1 integrity ®I FAMUT BT & oIy Tl B
Hefifa o g

(a) Digital signature/fSfiea g=TER

(b) Decryption algorithm/fSfpeM TemRed

(c) Protocol/SiTeTd et

(d) Message Digest

10.

11.

12.

13.

14.

Which of the following port and IP address scanner famous

among the users?/ T faRad # & &9 A1 U &R el
TS SR STINTHAS & a4 uRkig 87

(a) Cain and Abel (b) Angry IP Scanner

(c) Snort (d) Ettercap

Code Red is a type of [BTE Y€ TH THR BT

(a) An Antivirus Program/Td TEIRRA 9™

(b) A photo editing software/J®% BT HUTEH AUCIIR

(¢) A computer virus/Ush B qIIRY

(d) A video editing software/T ST HUTGe AU IIR
What is the full form of LDAP?/LDAP &7 Yo &4 T 2872
(a) Light Weight Directory Access Provider

(b) Light Weight Directory Access Protocol

(c) Light Weight Directory Access Program

(d) Light Weight Directory Access Protection

The protocol used to provide security to e-mails?/& 1T
UICIdid $—Hel BT GRET UST el o7

(a) POP (b) PGP

(c) SNMP (d) HTTP

The text that gets transformed using algorithm cipher is called?
TSATIRA cipher ®T SUATT HRS SUINRT 89 ATAT text HET
ST 87

(a) Complex text (b) Transformed text

(c) Plain text (d) Scalar text

The information that gets transformed in encryption is ........... /
JaT ot gfspe § gRafda & ol @ .. 2l

(a) Plain text (b) Parallel text

(c) Encrypted text (d) Decrypted text

An algorithm in encryption is called .......... uisasiC i B
Algorithm &1 &8l Sl gl
(a) Algorithm/JeTIREH (b) Procedure/afsha

(¢) Cipher/RIH (d) Module/'ﬂ\'lJ@'EI@r

Network security consists of/Tcd® el # MA &

(b) Detection

(d) All of the above

What router command allows you to determine whether an IP
access list is enabled on a particular interface?/®M AT IAIe
FHHie AMud UiRa w1 & srgafa <ar 2, fa=h faew
SXBH UR MY USRI list enabled & A1 8!

(a) Show ip port

(a) Protection
(c) Reaction

(b) Show access-lists

(c) Show ip interface (d) Show access-lists interface
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WTSL stands for?/ WTSL T 31f &7

(a) Wireless Transport Security Layer

(b) Wireless Transfer System Layer

(c) Wireless Transfer Security Layer

(d) Wireless Transport System Layer

A small program that changes the way a computer operates./

T BICT WM ST BRI AATId Bl & a1 B 98l adl
g

(a) Worm (b) Trojan

(c) Bomb (d) Virus

An attack in which the user receives unwanted amount of e-
mails./Th 3 FOorTd SuATHhdl Unwantedgﬁﬂ CARIE]
I R B
(a) Smurfing

(b) Denial of service
(c) E-mail bombing (d) Ping storm

What is the standard IANA port number used for requesting
web pages?/@I9T Standard [ANA I = 99 ISl &7 3R
% forg yamT fomar Sar 27

(a) 80 (b) 53

(c) 21 (d) 25

Which of the following modes of operation in DES is used for
operating?/fF=faRad # & B9 AT A DES # 3ifReE &
Harem @ forg wanT fosar S 82

(a) Cipher Feedback Mode (CFB)

(b) Cipher Block chaining (CBC)

(c) Electronic code book (ECB)

(d) Output Feedback Modes (OFB)

In TCP, sending and receiving data is done as ............ /TCP ﬁ,
ITT 9OT 3R U oxT & 9T # fhay Smar 2 .,

(a) Stream of bytes
(b) Sequence of characters
(c) Lines of data

(d) Packets

To achieve reliable transport in TCP, ............. is used to check
the safe and sound arrival of data/TCP # reliable transport
W BRA & [, ..........o.. BT STANT AP TS ARS ST BT
M &1 oid & forg fapam S 8

(a) Packet (b) Buffer

(d) Acknowledgment
................. is the technique used in business organizations and

firms to protect IT assets./AMSc] AURRT &1 GRem & foQ
Hred &R wH TqEE H ST B S grelt
THID 2 |

(a) Ethical hacking
(c) Fixing bugs

(c) Segment

(b) Unethical hacking

(d) Internal data-breach
................ is the branch of cyber security that deals with morality
and provides different theories and a principle regarding the
view-points about what is right and wrong./............. BIEEM
[RET Y T § S ARTHAT | T ¥ 3R gfiedor & aR
# fafr= Rigia ok ve Rrgia We iR TTerd @1 & we
HT ®

24.

25.

26.

27.

28.

29.

30.

31.

(a) Social ethics

(b) Ethics in cyber-security/dT$aR FIem # Ethics

(c) Corporate ethics

(d) Ethics in black hat hacking/&i® 8¢ Bf%T # Ethics

A penetration tester must identify and keep in mind the................
requirements of a firm while evaluating the security postures./

T YIS XX Bl Tga=-T Iy iR &ae o I&HT 9y
BH P AERGHAN  GRET GoRI BT A

(a) privacy and security (b) rules and regulations
(c) hacking techniques (d) ethics to talk to seniors

A firewall is installed at the point where the secure internal
network and untrusted external network meet which is also

known as ................./Ud BRRAE 99 fdg o zenfia fear
T el gt SifaRe Tdeds SR afavawa aed
(a) Chock point

(c) Firewall point

(b) Meeting point

(d) Secure point

A proxy firewall filters at .............. /TF Ui BRRAT .............
W fheey e &
(a) Physical layer
(c) Network layer

(b) Data link layer

(d) Application layer

A stateful firewall maintains a ............... which is a list of active
connections.FCTHA HRRATA ............. DI TN TG 7 |
1 TP T B T < 2

(b) Bridging table

(d) Connection table

(a) Routing table
(c) State table
There are types of computer virus/gex qRIRA
(@5 (b) 7

(c) 10 (d) 12

Which of the following is not a type of virus?/f#= # & &=
AT IRRE BT JHR T} 27
(a) Boot sector

(c) Multipartite

(b) Polymorphic

(d) Trojans

A computer .................. is a malicious code which self-replicates
by copying itself to other programs./Us HeY _ I8 TH
HEAYEf Bl B S g AR H e B B aRD
Aeh—feeTdbe B 7 |
(a) Program (b) Virus
(c) Application (d) Worm

Which of them is not an ideal way of spreading the virus?/g=H
J BT I AR BT A BT T |

(a) Infected website/HHAT IgHTST

(b) Emails/$He

(c) Official Antivirus CDs/3TEGING USARRA  CDs

(d) USBs
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33.

34.

35.

36.

37.

38.

................ is also known as cavity Virus./................. @I Al
A 1 HET I 2
(a) Non-resident virus (b) Overwrite Virus
(c) Polymorphic Virus (d) Space-filler Virus

The .............. can cost you money, by sending text messages
from your mobile phone numbers,.................... I U TN
Td B |dhd ¥, 39 HigIge BIF e} H Text Message
AT

(a) IM - Trojans

(c) SMS Trojan

(b) Backdoor Trojans

(d) Ransom Trojan

In cryptography, what is cipher?/Cryptography ¥, cipher ®IT 22
(a) Algorithm for performing encryption and decryption/

ufper ok e yelRia o< & fy geiiRen
(b) Encrypted message/Thcs HaeT

(c) Both algorithm for performing encryption and decryption

and encrypted message/TFHEM iR f$fhem ygee o
% forg T TomiRed 3R ufspes e

(d) Decrypted message/fSforcs e

In asymmetric key cryptography, the private key is kept by

............ /Asymmetric key cryptography ¥, Private key ............

ERT @1 ST

(a) Sender/9v®

(b) Receiver/R¥rax

(¢) Sender and receiver/Sid 3R Refrax

(d) All the connected devices to the network/Aea®d ¥ \_{I,@,
) fearsd

What is data encryption standard (DES)?/Data Encryption

Standard (DES) ®IT €77

(a) Block cipher/&iis RT%R (b) Stream cipher/Fg RIHR
(c) Bit cipher/fde = (d) Byte cipher/ase fHR
............... topology requires a multipoint connection./
.................. TraTasl ® fay ASEIUET  connection HY
IR BNl 2

(a) Star (b) Mesh

(c) Ring (d) Bus

Two devices are in network if .................... /AT JUBROT AcdD
qEAR s

(a) A process in one device is able to exchange information with

a process in another device/Tdh fEasa & v ufshar fo=iy
3 fearss # ufshar & ARy e fafm g o # \em §
(b) A process is running on both devices/aIHI IUBRON TR TH
aforar ot <& &
(c) PIDs of the processes running of different devices are same/
ST T Y& Ufharell & PIDs SUSRT T &

(d) A process is active and another is inactive/T® Tfshar dforg
2 ok T ffta @

39.

40.

41.

42.

43.

44.

45.

The keys used in cryptography are/fFeRITHT 3 Wh GHforal
g

(a) Secret key
(c) Public key

(b) Private key
(d) All of them/Suga w1

WPA?2 is used for security in .................. /WPA2 &1 WFT_ H
Jrem & forg fopar o 2

(a) ethernet/$eRAT (b) bluetooth/se[ger

(c) wi—ﬁ/ﬂ]‘&‘—%‘l‘s‘ (d) e-mai]/'s;—frar

Which multiple access technique is used by IEEE 802.11

standard for wireless LAN?/IEEE 802.11 Standard gTXT

Wireless LAN & {0 fhd Aeciuel TR dh-ich T SUAN

fopar S 27

(a) CDMA (b) CSMA/CA

(c) ALOHA (d) CSMA/CD

What is Wired Equivalent Privacy (WEP)?/Wired Equivalent

Privacy (WEP) &Il 872

(a) Security algorithm for ethernet/SeRAT & forg e
TANREH

(b) Security algorithm for wireless networks/dRRed <dd
% forg gRem veniRen

(c) Security algorithm for usb communication/??lgﬂ'sﬁ FaOR B
o gRem viiRen

(d) Security algorithm for emails/$Hd & forq XReT THREH

What is WPA?/WPA ®IT &7

(a) Wi-fi protected access

(b) Wired protected access
(c) Wired process access (d) Wi-fi process access

Which one of the following can be considered as the class of
computer threats?/=faRad # & P $YeR threats B
soft 797 ST | 27
(a) Dos Attack

(c) Soliciting

(b) Phishing
(d) Both (a) and (c)
In the given question perfectly match column A to column
B.fﬁ(’ T U39 H HIcdH A DI Hlcdd B A Perfect Match
PN—
Column A/®TaH A
a. Adware b. Ran Somware
c. Trojanhorse
Column B/®1aH B
(i) Scareware which blocks android screen.

Scareware Sl UrSiS€ & WHIF Bl il Y ol o

d. Spyware

(ii) Hidden Information of Computer send to different
hackers.

Computer @1 Hidden Inforamation ®T ST T—3TelT 86
BT AT B
(iii) Show unnecessary banner related to advertisement

Advertisement (fIST09) | I8 sFERIS 7R fa@m|
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47.
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(iv) Install in computer and theft the data by collecting
information./&* e ¥ Install B1BR FAAT Collect BB
el R 2|

(a) a-i, b-ii, c-iii, d-iv (b) a-iii, b-i, c-ii, d-iv

(d) a-iv, b-i, c-ii, d-iii

In the given question perfectly match column A to column B./

]%Q T U § Pl A BT Hie™ B A Perfect Match dv—

Column A/BTE@H A

Boot Secter Virus

Data File Virus

(c) a-iv, b-iii, c-ii, d-iv

o ®

o

Directory Virus

&

Macro Virus
Column B/®ieH B
(i) Virus which destroyed Sub directory

Sub directory BT destroy @R dTel  IRRE
Virus spread in Application Software

Application Software ¥ e el aTIRd

(i)

Virus which infects boot sector of Hard Disk.

T fS% & 9T Secter BT Infect I ATl IRIRE
Virus which destroy data file

SCT WISA B destroy XA ATl aRIRA

(b) a-ii, b-i, c-iii, d-iv

(c) a-i, b-ii, c-iv, d-iii (d) a-ii, b-i, c-iii, d-iv

Cause of Network Attack/Network Attack & HRU

(iif)
(iv)

(a) a-iii, b-iv, c-i, d-ii

(a) Interruption Create in System/System ¥ Interruption

Create BT ¥

(b) System Security Effected/System @1 Security THTfad g
g

(c) Possibility of Data Theft/Data & @RI BW @I FHET
el ®

(d) All of the above/SURTad A

In the given question perfectly match column A to column
B‘m T U39 H HIcdH A DI Hicdd B A Perfect Match
PN—

Column A/BTEH A

Packet filtering

o P

Stateful Inspection

o

Circuit level Gateway

&

Stateful Inspection firewall
Column B/®IaH B

(i) Transport layer

(ii) Network layer
(iii) Application layer security
(iv) Session layer

(a) a-i, b-ii, c-iii, d-iv (b) a-ii, b-i, c-iv, d-iii

(c) a-iv, b-iii, c-ii, d-i (d) a-iii, b-i, c-iv, d-ii

49. In the given question perfectly match column A to column
B./fRU U usT H Hfc® A BT dicld B I Perfect Match
PN—

Column A/BTH A

Packet filtering firewall

o ®

Stateful Inspection firewall
NG firewall

e o

Application layer firewall
Column B/®1aH B

(i) Second Generation firewall
(ii) Third Generation firewall
(iii) First Generation firewall
(iv) Next Generation firewall
(a) a-i, b-ii, c-iii, d-iv (b) a-iii, b-i, c-iv, d-ii
(c) a-iii, b-i, c-ii, d-iv (d) a-i, b-iii, c-iv, d-ii

50. Which can't be a Network attack in Computer System?/

FHe System H Network attack -1 &1 8 Fapall

(a) Unauthorised access (b) Ddos

(c) Dragen attack (d) Malware attack

51. True statement related to Virus and Malicious Program/Virus
Td Malicious Program & W&el ¥ ¥ -

(a) Polymorphic virus changes its signature/Polymorphic
virus 399 signature gl &

(b) Kilter virus is known as Cavity virus/Kilter virus @7
Cavity virus ®& ST &

(c) Malware reduce the speed of computer/Malware computer

B Ay P BH BRI B
(d) All of the above/SURTad A

Which is not related to Computer Security/fa@®T deH
FHFYSR B Security W & o

(a) Avast (b) AvG

(c) Nortan (d) Reter

52.

53. Disadvantage of Antivirus is related to Computer Security/

PHRYSY Pl Security W I W ATl Antivirus B
disadvantage 88—

(a) Antivirus reduce speed of system
Antivirus system @1 speed & IRaT &
(b) Antivirus is not worked until Updated.
Antivirus @7 Update &l &9 W working & &xar
(c) There is a Renewal costing to Antivirus
Antivirus ® U Renewal costing ST 2
(d) All of the above/SURTad A

pDoS is also known as/pDoS &I 3= fhaw W & M
ST 2—

54.

(a) Brute force attack
(c) Phlashing

(b) Non technical attack
(d) Smurf attack
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55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

Study of Encryption is called/Encryption @ &0I9 HI &l
S B

(a) Decryption (b) Cryptography

(c) Firewall (d) All of these/STRTad
Software attacks is/Software &Hel &—

(a) Viruses (b) Worms

(c) Both (a) and (b)/(a) 3R (b) &I

(d) None of these/3TH | 15 8l

Full form of SSL is/SSL @1 W ®IH ®T T—

(a) Secure socket layer (b) Social secure layer
(c) Special secure layer (d) Super secure layer
Component of Computer security/Computer security &
Component =

(a) Confidentiality (b) Integrity

(c) Availability (d) All of the above

Full form of Virus is/Virus @ T ®IH @7 &—

(a) Very intelligent Result Until Source

(b) Vital information resource under Seige

(c) Viral important Record user searched

(d) Very interchanged resource under search

Which is not related to Security system?/f=fafRad # <&
DI Security system ¥ Hafdd & B—

(a) Encryption (b) Decryption

(c) e-cash (d) All of these

A secure Password made of/Td G Password a9dT 2—
(a) Small or Capital Letter/BIc 3R a9 MR

(b) Number/d=1

(c) Special symbol (#@!%")/AeTar Rigad  (#@!%")

(d) All of the above/SWRIaT WA &

First computer virus harmful to area of Network security
was/Network security & &3 H JHAN UgaH drell ggall
PRI IR D[4l 21—

(a) Creeper (b) Rat virus
(c) Worm (d) Blaster

When anyone acess your Computer without your permission

is called/STd P aMUd Computer BT fIAT 3MUesT 3rHfT
@ access PRAT & Ol S FT HEd -

(b) Carding
(d) Cyber-stalking

Spammer can collect your personal

(a) Defamation
(c) Hacking

From where,
information?/Spammer 3MY&! Personnel information PHEl A

U BR AR B
(a) Facebook (b) Instagram
(c) Linkedin (d) All of these

Which type of cyber attack required your personal

information such that your password, name, OTP, PIN/f&4
UHR & Cyber attack § MO MUDBT AFHNT ST TS

URIgs, 9, OTP, fum enfe /il Wit 2—
(b) Phishing attack
(d) Virus attack

(a) Password attack
(c) Malware attack

66.

67.

68.

69.

70.

71.

72.

To receive secure information types of attempts are made by
individuals misrepresenting their identity./@fdTal FRT 37T
identity ®T Ted daTdH] Secure information U &R &
fog fra o & wN &) o B

(b) Phishing Scams

(d) Heetson Scams

(a) Spyware Scams
(c) Computer virus
A strong password must have/Tdh HSTd UNIaE BT ARy

(a) in both uppercase and lowercase letters/MI upper case

AR lower case JeRT H

(b) a word that is easy to remember, such as that pet's name/
TUdh IR S TG QT JNE BT B, o P uTerq
NISEASCIESIL]

(c) a name consisting of at least combination of 8 characters
and letters,numbers and years/A™¥ RTIH &7 | $H 8
(d) your full name/3TYdT YT M

Virus spreads in Application Software is called?/Application
Software e dTell virus BT FIT HET ST 8—

(a) Boot Virus/§€ da™RE  (b) Macro Virus/HshT aRRA
(c) Anti Virus/U&T a—RE  (d) File Virus/®3dl  araRA
Why someone hack into your computer without permission
enters?/@®Il P MTDH HRISY H (hack) AT argAfy uawr
FRAT B—

(a) they don't like you/S78 30 UWE &l ¥

(b) to commit an offense/ATRTE &= & forg

(c) distribution of obscene, malicious acts etc./3ITTd,

gAYl BRi wET e # faaRd & @ fog
(d) all of the above/SURTaT I

If you receive an email asking you for your username and
password What would you do in such a situation?/3f& 3TaeT
T Mail UTd Bral 2 rgd sMud aMUd  username 3R
UrIES B AN B SR €, WA aRRefd # o @@r wii-

(a) send it through your email provider Will report as
phishing/spam/S¥ U™  email YSTAT & ¥ARIH A
R /99 & vy 4 RUd w3

(b) send your email address and password to the message/
I BT 3O email 3R password § T

(c) will speak before the sender of the message/SIQI Wo
e UEA I B

(d) none of these/sTH ¥ BIE &I
Indian IT Act 2000 rules Designed to control which area/

TRA™ 1T afe=am 2000 frem fog &9 o1 FE o
& fou R ey W 2-

(a) Income Tax/3TINR

(b) Industrial Technology/3ieNfiraT Wenfran

(c) Information Technology/=@T dreitira!

(d) Insider Trading/sTaTgeR ¢fET

Which of the following is Cyber attack/f=1 # | @A
Cyber attack 8—

(a) Password attack
(c) Phishing

(b) Denial of Service
(d) All of these/SWRTad A



73.

74.

75.

76.

77.

78.

79.

80.
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Cyber Security is called as
ff ST ST @

(a) Country security/<eT RSRGil

(b) Emergency security/3ITdTd el gR&T
(c) Computer security/®+JcY el
(d) None of these/3TH | IS 8l

Group of words of Unfortunate Software like virus, worm
and trojan, is called./Unfortunate Software & BIEED NES
P R®T BB ST €, O IRRI worm 3R trojan-

(b) Phishing
(d) Harm

To protect your data from online attack, hacker and virus is
called./eT09 ST @I online attack, hacker 3R virus &
AT B T FEd

(a) Physical security
(c) Cyber attack

(a) Spam/

(c) Malware

(b) Cyber security

(d) Virus

What is the full form of CIA in Information security?/
Information security § CIA &1 wel BH R B

(a) Confidentiality Integrity Availability

(b) Criminal Investigation Agency

(c) Cost Information Agency

(d) Credit Integrity Assessment

What is periodic assessment of security vulnerability in
computer system?/&*geR Yoell # JR& vulnerability T
periodic assessment TT B—

(a) Threat
(c) Hacking
Which activities endanger the sovereignty and integrity of
the nation?/@H—0 ARl I & FERIAT iR sREvSar
P GIR H SIerl 2

(a) Cyber Terrorism

(b) Attack
(d) Security audit

(b) Cyber squatting
(d) Carding
Computer system destroys Unauthorized access control and

data is called/®™ e f¥EH Unauthorized control/ Ugd
3R ST Bl T P <@l § AT e Ol 8-

(a) Defamation (b) Carding
(c) Hacking (d) Cyber-stalking
Passive attack is called—/Passive attack fdl HgT SIarT &

(c) Cyber vandalism

(a) Network attack in which attacker access the computer
and theft data only./Network attack f5T® attack &<
qrerT afad computer P access B Had data g1 o
g

(b) Network attack in which attacker theft the data and also
modify the data./Network attack fSTTH  attack &== aTeTl
AT data PR $ AT data modify 1 &=aT &

(c) Network attack in which attacker don't theft the data./
Network attack fTTH attack B+ a1 =afdd data -TET
REAT ]

(d) None of the above/SWRIad # | BIg &l

81.

82.

83.

84.

85.

86.

87.

In which type of Network attack, attacker can access the
network and also modify the data./ff THR & Network
attack % attack ®X- AT fFT Network & Access HX
@ A1 Data B Modify ¥ &xaT g8—
(a) Active attack (b) Passive attack
(c) Extra attack (d) unusefull
Which of the following can't a Network attack/fe & <
Network attack fhd U®HR & F&f 8 Aobdr g—
(a) DDOS (b) Unauthorized access
(c) Not allow (d) SQL Injection attack
Full for of DDOS used in Network Security/Network Security
# SWNT &l & @1 term DDOS & X1 H &7 &7
(a) Distributed Denial of Services
(b) Distributed Disk Operating System
(c) Distributed Disk of Services
(d) Disk Device Operating System
In which medium Computer Worm not occurs/Computer
Worm = wregq # & omar 2-
(a) USB Drive (b) E-mail
(c) T.V. Cable (d) Media Storage
Which software application or program is this , Which even
if not needed on computer Displays various types of
advertising is/UT ®IAT Software application IT program
2 ST Computer TR SToxd AT 89 W A1 If= uaR &
fogmma 9 g8 IR fawmr -
(a) Backdoor (b) Adware
(c) Root Kits (d) Trojans horse
In the given question match column A to column B./f&d
Ued H B A BT HicH B A i av—
Column A/®TdH A
a. Root Kits b. Backdoor
c. Computer virus d. Computer Worm
Column B/®TaTH B
(i) This creats a backdoor connection in Computer by which
spam can send./98 Computer § U% backdoor connection
gaT ® e spam A S D |
(i) This gets full control of system after install in Computer
system./J8 Computer system ¥ install 8 & 9T system
@I full control YT &R oIal ®
(iii) This spreads in one computer to another with any Human

interaction./gg 99T Human interaction & U$ Computer
Ll W Computer # ¥ HeAdl 7|

(iv) This creates problem in different activities of system
after enters in computer./I€ Computer § U HR System
% fafr=r frareemdl § I SO aRal 7|

(b) a-ii, b-i, c-iii, d-iv

(d) a-iii, b-i, c-ii, d-iv

Which is a malware that enters in Computer and can block the

computer screen./SST BIFNT malware & ST Computer System

# "I I Computer @1 Screen BT block HR <dT B—

(a) Root Kit

(c) Ransomware

(a) a-i, b-ii, c-iii, d-iv

(c) a-ii, b-i, c-iv, d-iii

(b) Trojans Horse
(d) Back door
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88.

89.

90.

91.

92.

93.

94.

95.

Which is a Malware that creates backdoor connection in
computer by which Hackers install the infected software
and get full control on system./UAT HITAT Malware & I
Computer # Backdoor connection I9aT & forad g%
Infected Software install PR System @I Y& =& Control
oo -

(a) Ransomware (b) Spyware

(c) Backdoor (d) Adware

What is the common way to enter Virus in Hard Disk of
your Computer./3Tdd® Computer @ Hard Disk § Virus @
HT A A BT R ?

(a) By Opening e-mail/SWd @lem W
(b) Install Game by COROMS
COROMS ¥ Game $¥Cfel Al
(c) Upload a picture on computer by mobile phone.
AEEd BF W PP} TR Picture JTATS HRAT
(d) None of the above
SWad § F BE T

becomes indysll and It remains hidden in your

computer memory. it's those specific types of files is included
in that it infecting/............... indysll 81 T ¥ IR oMUD
Computer B Memory # a7 I5ar £ 1 I8 89 a¥re ysR
B BIEAl § WA BT 8 T A AHAA PR @ o
(a) Boot Sector Virus (b) Polymorphic Virus
(c) Direct Action Virus (d) Multipartite Virus

<eceeneene.. Execute and Infects Boot Sectors./........... execute
89 @& R Boot Sectors ®I Infects BT 2|

(a) Non-resident Virus
(c) Multipartite Virus

It is difficult to identify because they keep
changing its types and signsi............. B gEAE GREd 2
B T U types (UPR) AR sign EFER) Iad &
=

(a) Non-resident Virus (b) Polymorphic Virus

(c) Multipartite Virus (d) Boot Sector Virus

.......... Delete those files which infects it/............. 3 T
maﬁDeleteaﬂaﬂT%},GﬁﬁWW%—

(a) Overwrite Virus

(b) Polymorphic Virus
(d) Boot Sector Virus

(b) Polymorphic Virus
(c) Non-resident Virus (d) Multipartite Virus

is also known as Cavity Virus./..... B Cavity
Virus & w9 H ff S o g

(a) Non-resident Virus

(b) Polymorphic Virus
(c) Space-filler Virus (d) Overwrite Virus

Which is a type of program that either shows off, or useful
features described as being, but actually contain harmful
code?/®F UH YBR BT Program & S AT AT 8 Bl
fergmar HxaT 8, A1 U Giwrmst w1 €9 & w9 # vl
far T 8, WY Ia H EeRS dls WA BT 87
(b) Bots

(d) Adware

(a) Trojans

(c) Viruses

96.

97.

98.

99.

100.

101.

102.

103.

Which is a program who is eligible to copy with user
intervention regularly./®< T U® Program & SIT oA
user intervention ® I Thel P H HelH 7?

(a) Virus (b) Bots

(c) Rootkit (d) Trojan horse

Which is a Software Program that install on your computer
one time and track your habit of Internet Browsing and send
popup to you of that sites and subject related to advertisment
is called./®F AT TP Software Program ¥, oIl Ud IR
AMS Computer TR Install BT &, 3MUd Internet Browsing
et BT Track AT § 3R 3MUHT S sites 3R subject
¥ e fasmEt are popup'ﬁlﬁl—cﬂ 2, T HEAT B
(a) Adware (b) Malware

(c) Backdoors (d) Spyware

The Software Program which is design to exploitation of
computer user and it is a comprehensive word to cover
Computer Virus, Worms, Trojan, Adware etc./d8 Software
Program, fS1 Computer user &1 ¥MYIT FHH & T Design
fear T 2 R uw® Computer Virus, Worms, Trojan,
Adware 3f& HT HIR FIA el UF @AUH TR o
(a) Malware
(c) Backdoors

<eceeeee... Computer Program which is designed by hacker to

(b) Key-logger
(d) Spyware

get root or administrative access of your computer./.............
Computer Program 8, S hackers §RT 3% Computer TR
Root IT Administrative Acces ITal &= & foTT Design fou
T B

(a) Rootkits (b) Backdoors

(c) Spyware (d) Malware

Computer Attack which focuses on capturing small packets
from the transmitted network, other computers and reading
the data content in search of any kind of information./dg

Computer Attack ST aTRd  Network ¥ BIZ Ui @l
capture I W Bfad &, 3 FFYeX IR A ¢ UPR
P TGN B Jrd F ST qHH ge.......... BT T

(b) Phishing
(d) Exploits
It is a part of Malware which works as attack on computer,

(a) Eavesdropping
(c) Scams

removed data, sending spam or data encrypt etc., is called./
Malware &T AT ST computer TR attack @R data ST, H
ST AT data encrypt HRAT M B FRAT B, FHEATT B—
(a) Exploits (b) Scams

(c) Payload (d) Spamming
Type of Computer Virus are/Computer Virus &
. UPR BN B

(a) 15 (b) 10

(c) 12 (d) None of the above

The software includes form of Computer Virus, Worms,
Trojans, Adware, etc., is called./Computer Virus, Worms,
Trojans, Adware & & WA ®Y B BT software
HBT S E?
(a) Malware

(c) Spyware

(b) Backdoors
(d) Key-logger



104.

105.

106.

107.

108.

109.

110.

111.
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Virus that infects a user with useful applications download
the excuses and make fool into execute them, they are
supposed to/Virus ST fdl User &1 SUIRM rguamt &
98M download HR 3R SF Execute I3 H H& qAR
2, S AN T B

(a) Cracker (b) Trojan Horses

(c) Worm (d) Keylogger
Viruses are often transmitted by floppy disks left in floppy
drives./.....c.......... Virus 3T@&R Floppy Drive # BISI T8 T®

Floppy Disk §RT Ufdd & 28—
(a) Boot sector
(c) Logic Bomb

(b) Program code
(d) Script

Which virus spreads in Application software./Application

software § -1 Virus herdl &—
(a) Anti Virus (b) Macro Virus
(c) File Virus (d) Boot virus

Packet fillering firewall is called/Packet fillering firewall T
HET Sl 8-

(a) First generation firewalls

(b) Second generation fiewall
(c) Third generation firewalls
(d) Fourth generation firewalls

Stateful Multilayer firewall is called/Stateful Multilayer
firewall BT HE ST E—

(a) First generation firewalls

(b) Second generation fiewall
(c) Third generation firewalls
(d) Fourth generation firewalls

Application layer firewall is called/Application layer firewall
DI BT ST B—

(a) First generation firewalls

(b) Second generation fiewall
(c) Third generation firewalls
(d) Fourth generation firewalls

Packet filtering firewall works on which layer of OSI./Packet
filtering firewall T OSI o”R W ®R HT &

(a) Application Layer/J@®eM oRR W
(b) Transport Layer/gRIUE oRR TR
(c) Network Layer/dcdd oIk W

(d) Both (b) and (c)/(b) T (c) TFI

Which of the following statement is true about Firewall?/

Firewall & ford f7 & 3 @991 Statement 9 28—

(a) Filters Networks Traffic/Networks Traffic ®I fheex &=
g

(b) Protect security to Hardware and Software./8/Sd3R Yd
AIGCdIR I GRaT UK Sl

(c) Follow the rule/%el &I 3(FHRUT DI

(d) All of the above/SURTad A

112.

113.

114.

115.

116.

117.

118.

Which of the following system runs on application layer by

using proxy software?/ffafRaad & W wHwr Red
TRABHIH oRR W Wi AUERR BT START R I HRl
=

(a) Proxy NAT
(c) Client 32

Which is highest used command to ICMP (Internet Control
Message Protocol)/ICMP (Internet Control Message
Protocol) ¥ WAl U HHVE ST B

(b) Trace
(d) NBT stat

Primary objective of a Ethical Hacker is/U& Ethical Hacker
F1 Ui SIw BT B

(a) Avoiding detection
(b) Test security control./FREM HEIA BT test B

(c) To remove Security Vulnerabilities/Security @®T LClEDIf
(Vulnerabilities) BT §X =T

(b) Proxy Client
(d) Proxy Server

(a) Ping
(c) Netstat

(d) Determine the return of investment of Security Measure/
Security Measure @ investment & Return Determine

Hacking done by any cause is called./f5l ®RUT & @1 TS
Hacking H&al 8

(a) Hacktivism (b) Black-hat hacking
(c) Active hacking (d) Activism

Term "Ethical Hacking” means/cH "Ethical Hacking" T
3f &

(a) Someone who is using his/her skills for defensive
purposes.

(b) Someone who is hacking for ethical reasons.
(c) Someone who is using his/her skills for ethical reasons.

(d) Someone who is using his/her skills for offensive
purposes

What is the difference between a ethical hacker and cracker./

Th bl bR Ud HdAR B A R AR o

(a) Ethical hacker have Authorization of target owner./UfIde
THX B U target B HATfeid &I authorization BT

(b) Ethical Hacker is a paid Cracker./Ethical 8% U paid
Cracker B T

(c) Ethical Hacker don't used techniques and skills like
Cracker/Ethical Hacker R & {HM ddb+id Td Skills
FT RN TE PR ®

(d) Ethical Hacker do hacking in financial metive opposed
to cracker./UfI&He 8H) 2fhT Hdx & fATIT Financial
metive ¥ FRAT &

Professionally or Ethically hacking of a message is called./

U&% message DI professionally 3T ethically hacking HEeTT]

=

(a) Cryptography

(c) Decryption

(b) Encryption
(d) Penetration Testing
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119. Ethical hacking is called as ................. /Ethical hacking T
.............. HE ST &—

(a) White hat Hacking
(b) Penetration Testing
(c) Both white hat hacking & penetration testing
(d) None of the above/SIRIad # A H &l
120. Hacktivist is one, who/A hacktivist 98 BT & Si—
(a) Hack a website or computer to spread Political thinking.

& Political faRERT ®1 der@r <4 g Computer a7
Website &I Hack &<al &

(b) Attempt to destroy infrastructure component of

Government./Government @ Infrastructure Component
G2l DestroyEb?:\[ BT YA BT 8

(c) lllegal person violates the computer or internet security

for profit./lllegal AfAT oM & foy HFPex AT exic
Security @1 Sooied HRAT &

(d) Gain financial profit by Disruption of Information system
and Business operation of a company./J&% &FHT &
Information system UG Business operation @1 disruption
& focha o FAr ?

121, is a technique which is used by a business
organizations and firms to protect its IT assets./Ud Q?ﬁ
Tl 2 Sl business organizations and firms gRRT KR
IT assets &I protect B %@ g BT 8~
(a) Ethical hacking (b) Unethical hacking
(c) Fixing bugs (d) Internal data-breach

122, requirement in mind of penetration tester at the time
of evaluate security postures of the firm./Th wH Bl Security
postures BT evaluate BT FHT  penetration tester BT ...

...... Requirement &7 €19 # I@AT AMET—
(a) Privacy and security (b) Rules and regulations
(c) Hacking techniques

123. What is the ethics behind training to hack a system./fd
Ried &1 &6 a7 @ T & N8 @1 Ethics 3

(a) Think like Hackers and know about to avoid such attacks.

Thd B dRg dredr 3R Q@ attacks ¥ §9Td HRAT
NIEEI

(d) Ethics to talk to seniors

(b) Hack a system without permission

fST permission & RIRTH &I Hack &R
(c) To Hack a vulnerable network.

HHGIR Fcdd PHI Hack oA &b forg

(d) To currupt a software or service by the use of Malware

TR BT STANT XD Software AT Service BT Currupt
A & forg

124. Testing on Internal network by an organization is called?/

U®% organisation @ EWRT Internal network T P TS

testing HEATH 88—
(a) Grey-box testing (b) Black-box testing

(c) White-box testing (d) Achieve testing
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1. Ans. (¢) 43.  Ans. (a) to the specific type of files that it
2. Ans. (a) 44.  Ans. (a) infect.
3. Ans. (¢) 45.  Ans. (b) 91. Ans. (¢
4. Ans. (d) 46.  Ans. (@) 92.  Ans. (b)
5, Ans. (d) 47.  Ans. (d) Polymorphic Virus is difficult to
6. Ans. (b) 48.  Ans. (b) idefltify as the}{ keep on changing
7. Ans. (c) 49. Ans. (b) their type and signature
8. Ans. (b) 50. Ans. (C) 93. Ans. (a) . A .
9. Ans. (b) 51. Ans. (d) An overwrite Virus is a type of
10 y 52.  Ans. (d) computer virus that affects the

. ns. (c¢) 53 A .

. ns. (d) computer system negatively. An

11.  Ans. (a) .. .
12 4 54.  Ans. (¢ overwriting virus destroys the code

’ ns. (9 55.  Ans. (b) of the original program and much
13. Ans. (d) 56. Ans. (¢ more. An overwriting virus is
14.  Ans. (9 57.  Ans. (a) considered a malicious program that
15.  Ans. (a) 58 Ans. (d) aims to infect the computer system
16.  Ans. (d) 59.  Ans. (b) and destroy the program.
17.  Ans. (o) 60.  Ans. (c) 94.  Ans. (o)
18. Ans. (a) 61. Ans. (d) CIH is sometimes referred to as a
19.  Ans. (¢ 62.  Ans. (a) "space filler virus," referring to its
20. Ans. (a) 63. Ans. (© ability to clandestinely take up file
21.  Ans. (d) 64.  Ans. (d) space on computers and prAevent
22, Ans. () 65. Ans. (b) antivirus sof(;war: frorr;1 run;ung. It
23. Ans. (d) 66. Ans. (b) was named after t. ¢ tfamous
24 Ans. (a) Chernobyl nuclear disaster that
25' P ) ST 17 1O occurred in the Soviet Union on
26' Ans' (Z) 68. Ans. (b) Aprll 26, 1986
: . Ans. (d) 69.  Ans. (d) 95.  Ans. (a)

7. ns. (@) 70.  Ans. (@) Trojans are programs that claim to
28.  Ans. () . Ans. (© perform one function but actually do
There are a total of 10 types of virus. ~ 72.  Ans. (d) another, typically malicious

Thesc? are categorized bfisc?d ontheir  73.  Ans. (¢ In computing, a Trojan horse is any
working and characteristics. These 74.  Ans. (c) malware that misleads users of its
are System or Boot Sector Virus, 75, Ans. (b) true intent. The term is derived from
Direct Action Virus, Resident Virus, 76, Ans. (@) the Ancient Greek story of the
Multlpartlte er us, Polymorphic 77 4y, () deceptive Trojan Horse that led to the
Virus, Overwrite Virus, Spacefiller — 5g 4,0 @) fall of the city of Troy
Virus, File infectors, Macro Virus, 79 Ans. (¢) 9% WA
Rootkit virus. ’ ] | |
2 A°° ldvm‘s 80.  Ans. (@) 97.  Ans. (@)
30' Ans. (b) 81.  Ans. (a) Adware, often called advertising-
: ns. (b) 82. Anms. (¢ supported software by its developers,
3L Ans. (o) 83.  Ans. (a) is software that generates revenue for
32.  Ans. (d) 84.  Ans. (0) its developer by automatically
33.  Ans. (0 85.  Ans. (b) generating online advertisements in
34. Ans. (a) 86.  Ans. (c) the user interface of the software or
35. Ans. (b) 87.  Ans. () on a screen presented to the user
36. Ans. (a) 88.  Ans. () during the installation process
37.  Ans. (d) 89.  Ans. (a) 98.  Ans. (a)
38.  Ans. (a) 90.  Ans. (c) 99.  Ans. (1)
39.  Ans. @) Direct Action Virus - This is also 100 Ans. (@)
40. Ans. (¢ called non-resident virus, it gets 101.  Ans. (¢)
41.  Ans. (b) installed or stays hidden in the  102. Ans. (b)

42.  Ans. (b) computer memory. It stays attached
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