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CHAPTER

1
NETWORK SECURITY

OBJECTIVE QUESTIONS

1. In the digital signature technique when the whole message is
signed using an asymmetric key, the receiver of the message
uses _______ to verify the signature./fMftVy flXuspj rduhd

esa tc laiw.kZ lans'k ,d Asymmetric key dk mi;ksx djds gLrk{kfjr

gS] lans'k dk Receiver gLrk{kj lR;kfir djus ds fy, _______
dk mi;ksx djrk gS

(a) Her or his own public key
(b) Her or his own private key
(c) The sender's public key
(d) None of the choices are correct/dksbZ Hkh fodYi lgh ugha gSA

2. What is the ethics behind training how to hack a system?/System
dks gSd djus ds çf'k{k.k ds ihNs Ethics D;k gS\
(a) To think like hackers and know how to defend such attacks/

gSdlZ dh rjg lkspuk vkSj ,sls geys ls cpko djuk tkuuk

(b) To hack a system without the permission/vuqefr ds fcuk

flLVe dks gSd djuk

(c) To hack a network that is vulnerable/detksj usVodZ dks gSd

djus ds fy,

(d) To corrupt software or service using malware/eSyos;j dk

mi;ksx dj l‚Vos;j ;k lsok dks corrupt djus ds fy,

3. After performing .............. the ethical hacker should never
disclose client information to other parties./Ethical gSdj dks

____ djus ds ckn]vU; ikfVZ;k¡ dks dHkh Hkh DykbaV dh tkudkjh

dk [kqyklk ugha djuk pkfg,A

(a) Hacking/gSfdax

(b) Cracking/ØSfdax

(c) Penetration testing/isusVªs'ku VsfLVax
(d) Exploiting/'kks"k.k

4. Which one of the following is a type of antivirus program?/
fuEu esa ls dkSu lk ,d çdkj dk ,aVhok;jl program gS\

(a) Quick heal (b) Mcafee
(c) Kaspersky (d) All of the above/mijksä lHkh

5. Which one of the following refers to the technique used for
verifying the integrity of the message?/fuEu esa ls dkSu lk

message dh integrity dks lR;kfir djus ds fy, rduhd dks

lanfHkZr djrk gS

(a) Digital signature/fMftVy gLrk{kj

(b) Decryption algorithm/fMfØI'ku ,Yxksfjne

(c) Protocol/çksVksd‚y

(d) Message Digest

6. Which of the following port and IP address scanner famous
among the users?/fuEufyf[kr esa ls dkSu lk iksVZ vkSj vkbZih

,Mª sl LdSuj mi;ksxdrkZvksa ds chp çfl) gS\

(a) Cain and Abel (b) Angry IP Scanner
(c) Snort (d) Ettercap

7. Code Red is a type of ________/dksM jsM ,d çdkj dk gS

(a) An Antivirus Program/,d ,aVhok;jl çksxzke

(b) A photo editing software/,d QksVks laiknu l‚¶Vos;j

(c) A computer virus/,d daI;wVj ok;jl

(d) A video editing software/,d ohfM;ks laiknu l‚¶Vos;j

8. What is the full form of LDAP?/LDAP dk iw.kZ :i D;k gS\?
(a) Light Weight Directory Access Provider
(b) Light Weight Directory Access Protocol
(c) Light Weight Directory Access Program
(d) Light Weight Directory Access Protection

9. The protocol used to provide security to e-mails?/dkSulh

izksVksdkWy bZ&esy dks lqj{kk iznku djrh gS\

(a) POP (b) PGP
(c) SNMP (d) HTTP

10. The text that gets transformed using algorithm cipher is called?
,YxksfjFke cipher dk mi;ksx djds :ikarfjr gksus okyk text dgk

tkrk gS\

(a) Complex text (b) Transformed text
(c) Plain text (d) Scalar text

11. The information that gets transformed in encryption is .........../
lwpuk tks ,fUØI'ku esa ifjofrZr gks tkrh gS .............gSA
(a) Plain text (b) Parallel text
(c) Encrypted text (d) Decrypted text

12. An algorithm in encryption is called ........../,fUØI'ku esa ,d

Algorithm dks ____ dgk tkrk gSA

(a) Algorithm/,Yxksfjne (b) Procedure/çfØ;k

(c) Cipher/flQj (d) Module/e‚Mîwy
13. Network security consists of/usVodZ lqj{kk esa 'kkfey gSa%

(a) Protection (b) Detection
(c) Reaction (d) All of the above

14. What router command allows you to determine whether an IP
access list is enabled on a particular interface?/dkSu lk jkmVj

dekaM vkidks fu/kkZfjr djus dh vuqefr nsrk gS] fdlh fo'ks"k

baVjQsl ij vkbZih ,Dlsl list enabled gS ;k ugha
(a) Show ip port (b) Show access-lists
(c) Show ip interface (d) Show access-lists interface
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15. WTSL stands for?/WTSL dk vFkZ gS\

(a) Wireless Transport Security Layer
(b) Wireless Transfer System Layer
(c) Wireless Transfer Security Layer
(d) Wireless Transport System Layer

16. A small program that changes the way a computer operates./
,d NksVk çksxzke tks daI;wVj lapkfyr djus ds rjhds dks cny nsrk

gS

(a) Worm (b) Trojan
(c) Bomb (d) Virus

17. An attack in which the user receives unwanted amount of e-
mails./,d vVSd ftlesa mi;ksxdrkZ Unwanted bZesy dh ek=k

çkIr djrk gS

(a) Smurfing (b) Denial of service
(c) E-mail bombing (d) Ping storm

18. What is the standard IANA port number used for requesting
web pages?/dkSulk Standard IANA  iksVZ uacj osc istksa dk vuqjksèk

ds fy, ç;ksx fd;k tkrk gS\

(a) 80 (b) 53
(c) 21 (d) 25

19. Which of the following modes of operation in DES is used for
operating?/fuEufyf[kr esa ls dkSu lk eksM DES esa v‚ijs'ku ds

lapkyu ds fy, ç;ksx fd;k tkrk gS\

(a) Cipher Feedback Mode (CFB)
(b) Cipher Block chaining (CBC)
(c) Electronic code book (ECB)
(d) Output Feedback Modes (OFB)

20. In TCP, sending and receiving data is done as ............/TCP esa]
MsVk Hkstus vkSj çkIr djus ds :i esa fd;k tkrk gS ..........
(a) Stream of bytes
(b) Sequence of characters
(c) Lines of data
(d) Packets

21. To achieve reliable transport in TCP, ............. is used to check
the safe and sound arrival of data./TCP esa reliable transport
çkIr djus ds fy,] .............. dk mi;ksx lsQ ,aM lkmaM MsVk dk

vkxeu dh tkap ds fy, fd;k tkrk gS

(a) Packet (b) Buffer
(c) Segment (d) Acknowledgment

22. ................. is the technique used in business organizations and
firms to protect IT assets./vkbZVh laifÙk;ksa dh lqj{kk ds fy,

laxBu vkSj QeZ ............. O;olk; esa mi;ksx dh tkus okyh

rduhd gSA

(a) Ethical hacking (b) Unethical hacking
(c) Fixing bugs (d) Internal data-breach

23. ................ is the branch of cyber security that deals with morality
and provides different theories and a principle regarding the
view-points about what is right and wrong./.............. lkbcj

lqj{kk dh 'kk[kk gS tks uSfrdrk ls lacaf/kr gS vkSj nf̀"Vdks.k ds ckjs

esa fofHkUu fl)kar vkSj ,d fl)kar lgh vkSj xyr D;k gS çnku

djrk gS

(a) Social ethics

(b) Ethics in cyber-security/lkbcj lqj{kk esa Ethics

(c) Corporate ethics

(d) Ethics in black hat hacking/CySd gSV gSfdax esa Ethics

24. A penetration tester must identify and keep in mind the ...............
requirements of a firm while evaluating the security postures./
,d isusVª s'ku VsLVj dks igpkuuk pkfg, vkSj /;ku esa j[kuk pkfg,

................. QeZ dh vko';drk,¡  lqj{kk eqækvksa dk ewY;kadu

djrs le;A

(a) privacy and security (b) rules and regulations
(c) hacking techniques (d) ethics to talk to seniors

25. A firewall is installed at the point where the secure internal
network and untrusted external network meet which is also
known as ................../,d Qk;jo‚y ml fcanq ij LFkkfir fd;k

x;k gS tgk¡ lqjf{kr vkarfjd usVodZ vkSj vfo'oluh; ckgjh

usVodZ feyrs gS ftls ............... ds :i esa Hkh tkuk tkrk gS

(a) Chock point (b) Meeting point
(c) Firewall point (d) Secure point

26. A proxy firewall filters at ............../,d ç‚Dlh Qk;jo‚y .............
ij fQYVj djrk gS

(a) Physical layer (b) Data link layer
(c) Network layer (d) Application layer

27. A stateful firewall maintains a ............... which is a list of active
connections./LVsVQqy Qk;jo‚y ............... dks cuk, j[krk gSA

tks lfØ; dusD'ku dh ,d lwph gSA

(a) Routing table (b) Bridging table
(c) State table (d) Connection table

28. There are _________ types of computer virus/daI;wVj ok;jl

................ çdkj ds gksrs gSaA

(a) 5 (b) 7
(c) 10 (d) 12

29. Which of the following is not a type of virus?/fuEu esa ls dkSu

lk ok;jl dk çdkj ugha gS\

(a) Boot sector (b) Polymorphic
(c) Multipartite (d) Trojans

30. A computer .................. is a malicious code which self-replicates
by copying itself to other programs./,d daI;wVj __ ;g ,d

nqHkkZoukiw.kZ dksM gS tks vU; çksxzkEl esa [kqn dks d‚ih djds

lsYQ&jsfIydsV djrk gSA

(a) Program (b) Virus
(c) Application (d) Worm

31. Which of them is not an ideal way of spreading the virus?/buesa
ls dkSu okbjl çlkj dk vkn'kZ rjhdk ugha gSA

(a) Infected website/laØfer osclkbV

(b) Emails/bZesy

(c) Official Antivirus CDs/vkf/kdkfjd ,aVhok;jl  CDs

(d) USBs
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32. ................is also known as cavity virus./.................. dks dSfoVh

ok;jl Hkh dgk tkrk gSA

(a) Non-resident virus (b) Overwrite Virus
(c) Polymorphic Virus (d) Space-filler Virus

33. The .............. can cost you money, by sending text messages
from your mobile phone numbers/.................... ls vkids iSls

[kpZ gks ldrs gSa] vius eksckby Qksu uacj ls Text  Message
Hkstuk

(a) IM - Trojans (b) Backdoor Trojans
(c) SMS Trojan (d) Ransom Trojan

34. In cryptography, what is cipher?/Cryptography esa] cipher D;k gS\

(a) Algorithm for performing encryption and decryption/
,fUØI'ku vkSj fMfØI'ku çnf'kZr djus ds fy, ,Yxksfjne

(b) Encrypted message/,fUØIVsM lans'k

(c) Both algorithm for performing encryption and decryption
and encrypted message/,fUØI'ku vkSj fMfØI'ku çn'kZu djus

ds fy, nksuksa ,Yxksfjne vkSj ,fUØIVsM lans'k

(d) Decrypted message/fMfØIVsM lans'k

35. In asymmetric key cryptography, the private key is kept by
............/Asymmetric key cryptography esa] Private key ............
}kjk j[kk tkrk gS

(a) Sender/çs"kd

(b) Receiver/fjlhoj

(c) Sender and receiver/çs"kd vkSj fjlhoj

(d) All the connected devices to the network/usVodZ ls tqM+s

lHkh fMokbl

36. What is data encryption standard (DES)?/Data Encryption
Standard (DES) D;k gS\?

(a) Block cipher/Cy‚d flQj (b) Stream cipher/LVªhe flQj

(c) Bit cipher/fcV flQj (d) Byte cipher/ckbV flQj

37. ...... ......... topology requires a multipoint connection./
.................. Vksiksy‚th ds fy, eYVhi‚b aV connection dh

vko';drk gksrh gS

(a) Star (b) Mesh
(c) Ring (d) Bus

38. Two devices are in network if ..................../nks midj.k usVodZ

esa gSa ;fn .......................

(a) A process in one device is able to exchange information with
a process in another device/,d fMokbl esa ,d çfØ;k fdlh

vU; fMokbl esa çfØ;k ds lkFk tkudkjh fofue; djus esa l{ke gS

(b) A process is running on both devices/nksuksa midj.kksa ij ,d

çfØ;k py jgh gS

(c) PIDs of the processes running of different devices are same/
vyx&vyx py jgh çfØ;kvksa ds PIDs midj.k leku gSa

(d) A process is active and another is inactive/,d çfØ;k lfØ;

gS vkSj nwljh fuf"Ø; gS

39. The keys used in cryptography are/fØIVksxzkQh esa ç;qä dqaft;k¡

gSa

(a) Secret key (b) Private key

(c) Public key (d) All of them/mi;qZDr lHkh

40. WPA2 is used for security in ................../WPA2 dk ç;ksx___esa
lqj{kk ds fy, fd;k tkrk gSA

(a) ethernet/bZFkjusV (b) bluetooth/CywVwFk

(c) wi-fi/okbZ&QkbZ (d) e-mail/bZ&esy

41. Which multiple access technique is used by IEEE 802.11
standard for wireless LAN?/IEEE 802.11 Standard }kj k

Wireless LAN ds fy, fdl eYVhiy ,Dlsl rduhd dk mi;ksx

fd;k tkrk gS\

(a) CDMA (b) CSMA/CA
(c) ALOHA (d) CSMA/CD

42. What is Wired Equivalent Privacy (WEP)?/Wired Equivalent
Privacy (WEP) D;k gS\?

(a) Security algorithm for ethernet/bZFkjusV ds fy, lqj{kk

,Yxksfjne

(b) Security algorithm for wireless networks/ok;jysl usVodZ

ds fy, lqj{kk ,Yxksfjne

(c) Security algorithm for usb communication/;w,lch lapkj ds

fy, lqj{kk ,Yxksfjne

(d) Security algorithm for emails/bZesy ds fy, lqj{kk ,Yxksfjne

43. What is WPA?/WPA D;k gS\

(a) Wi-fi protected access (b) Wired protected access
(c) Wired process access (d) Wi-fi process access

44. Which one of the following can be considered as the class of
computer threats?/fuEufyf[kr esa ls fdls daI;wVj threats dh

Js.kh ekuk tk ldrk gS\

(a) Dos Attack (b) Phishing
(c) Soliciting (d) Both (a) and (c)

45. In the given question perfectly match column A to column
B./fn, x, iz'u esa dkWye A dk dkWye B ls Perfect Match
djsa&

Column A/dkWye A

a. Adware b. Ran Somware
c. Trojanhorse d. Spyware

Column B/dkWye B
(i) Scareware which blocks android screen.

Scareware tks ,UMªkWbM dh LØhu dks CykWd dj nsrk gSA

(ii) Hidden Information of Computer send to different
hackers.

Computer dh Hidden Inforamation dks vyx&vyx gSdlZ

dks igq¡pkrk gSA

(iii) Show unnecessary banner related to advertisement

Advertisement ¼foKkiu½ ls tqMs+ vuko';d cSuj fn[kkukA
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(iv) Install in computer and theft the data by collecting
information./dEI;wVj esa Install gksdj lwpuk Collect djds

MsVk pqjkrk gSA

(a) a-i, b-ii, c-iii, d-iv (b) a-iii, b-i, c-ii, d-iv
(c) a-iv, b-iii, c-ii, d-iv (d) a-iv, b-i, c-ii, d-iii

46. In the given question perfectly match column A to column B./
fn, x, iz'u esa dkWye A dk dkWye B ls Perfect Match djsa&

Column A/dkWye A
a. Boot Secter Virus
b. Data File Virus
c. Directory Virus
d. Macro Virus

Column B/dkWye B
(i) Virus which destroyed Sub directory

Sub directory dks destroy djus okys ok;jl

(ii) Virus spread in Application Software

Application Software esa QSyus okyk ok;jl

(iii) Virus which infects boot sector of Hard Disk.

gkMZ fMLd ds cwV Secter dks Infect djus okys ok;jl

(iv) Virus which destroy data file

MkVk Qkby dks destroy djus okys ok;jl

(a) a-iii, b-iv, c-i, d-ii (b) a-ii, b-i, c-iii, d-iv
(c) a-i, b-ii, c-iv, d-iii (d) a-ii, b-i, c-iii, d-iv

47. Cause of Network Attack/Network Attack ds dkj.k

(a) Interruption Create in System/System es a Interruption
Create gksrk gS

(b) System Security Effected/System dh Security izHkkfor gksrh
gS

(c) Possibility of Data Theft/Data ds pksjh gksus dh laHkkouk

jgrh gS

(d) All of the above/mijksDr lHkh

48. In the given question perfectly match column A to column
B./fn, x, iz'u esa dkWye A dk dkWye B ls Perfect Match
djsa&

Column A/dkWye A
a. Packet filtering
b. Stateful Inspection
c. Circuit level Gateway
d. Stateful Inspection firewall

Column B/dkWye B
(i) Transport layer

(ii) Network layer
(iii) Application layer security
(iv) Session layer

(a) a-i, b-ii, c-iii, d-iv (b) a-ii, b-i, c-iv, d-iii
(c) a-iv, b-iii, c-ii, d-i (d) a-iii, b-i, c-iv, d-ii

49. In the given question perfectly match column A to column
B./fn, x, iz'u esa dkWye A dk dkWye B ls Perfect Match
djsa&

Column A/dkWye A

a. Packet filtering firewall

b. Stateful Inspection firewall

c. NG firewall

d. Application layer firewall

Column B/dkWye B

(i) Second Generation firewall

(ii) Third Generation firewall

(iii) First Generation firewall

(iv) Next Generation firewall

(a) a-i, b-ii, c-iii, d-iv (b) a-iii, b-i, c-iv, d-ii

(c) a-iii, b-i, c-ii, d-iv (d) a-i, b-iii, c-iv, d-ii

50. Which can't be a Network attack in Computer System?/
dEI;wVj System esa Network attack dkSu&lk ugha gks ldrk

gS&

(a) Unauthorised access (b) Ddos

(c) Dragen attack (d) Malware attack

51. True statement related to Virus and Malicious Program/Virus
,oa Malicious Program ds laca/k esa lR; gS&

(a) Polymorphic virus changes its signature/Polymorphic
virus vius signature cnyrk gS

(b) Kilter virus is known as Cavity virus/Kilter virus dks

Cavity virus dgk tkrk gS

(c) Malware reduce the speed of computer/Malware computer
dh xfr dks de djrs gS

(d) All of the above/mijksDr lHkh

52. Which is not related to Computer Security/fdldk lanHkZ

dEI;wVj dh Security ls ugha gS&

(a) Avast (b) AvG

(c) Nortan (d) Reter

53. Disadvantage of Antivirus is related to Computer Security/
dEI;wVj dh Security ls laca/k j[kus okys Antivirus dh

disadvantage gS&

(a) Antivirus reduce speed of system

Antivirus system dh speed de djrk gS

(b) Antivirus is not worked until Updated.

S Antivirus dks Update ugha djus ij working ugha djrk gS

(c) There is a Renewal costing to Antivirus

Antivirus ds fy, Renewal costing yxrh gS

(d) All of the above/mijksDr lHkh

54. pDoS is also known as/pDoS dks vU; fdl uke ls tkuk

tkrk gS&

(a) Brute force attack (b) Non technical attack

(c) Phlashing (d) Smurf attack
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55. Study of Encryption is called/Encryption ds v/;;u dks dgk

tkrk gS&

(a) Decryption (b) Cryptography
(c) Firewall (d) All of these/mijksDr lHkh

56. Software attacks is/Software geys gS&

(a) Viruses (b) Worms
(c) Both (a) and (b)/(a) vkSj (b) nksuksa

(d) None of these/buesa ls dksbZ ugha

57. Full form of SSL is/SSL dh Qqy QkWeZ D;k gS&

(a) Secure socket layer (b) Social secure layer
(c) Special secure layer (d) Super secure layer

58. Component of Computer security/Computer security ds

Component gS&
(a) Confidentiality (b) Integrity
(c) Availability (d) All of the above

59. Full form of Virus is/Virus dh Qqy QkWeZ D;k gS&

(a) Very intelligent Result Until Source
(b) Vital information resource under Seige
(c) Viral important Record user searched
(d) Very interchanged resource under search

60. Which is not related to Security system?/fuEufyf[kr esa ls

dkSu Security system ls lacafèkr ugha gS&

(a) Encryption (b) Decryption
(c) e-cash (d) All of these

61. A secure Password made of/,d lqjf{kr Password curk gS&
(a) Small or Capital Letter/NksVs vkSj cMs+ v{kj

(b) Number/la[;k

(c) Special symbol (#@!%^)/Lis'ky flacy (#@!%^)
(d) All of the above/mijksDr lHkh ls

62. First computer virus harmful to area of Network security
was/Network security ds {ks= esa uqdlku igq¡pkus okyk igyk

dEI;wVj ok;jl dkSulk Fkk&

(a) Creeper (b) Rat virus
(c) Worm (d) Blaster

63. When anyone acess your Computer without your permission
is called/tc dksbZ vkids Computer dks fcuk vkidh vuqefr

ds access djrk gS rks mls D;k dgrs gS&

(a) Defamation (b) Carding
(c) Hacking (d) Cyber-stalking

64. From where, Spammer can collect your personal
information?/Spammer vkidh Personnel information dgk¡ ls

izkIr dj ldrs gS&

(a) Facebook (b) Instagram
(c) Linkedin (d) All of these

65. Which type of cyber attack required your personal
information such that your password, name, OTP, PIN/fdl

izdkj ds Cyber attack esa vkils vkidh tkudkjh tSls vkids

ikloMZ] uke] OTP, fiu vkfn ekaxh tkrh gS&

(a) Password attack (b) Phishing attack
(c) Malware attack (d) Virus attack

66. To receive secure information types of attempts are made by
individuals misrepresenting their identity./O;fDr;ksa }kjk viuh

identity dks xyr crkdj Secure information izkIr djus ds

fy, fdl rjg ds iz;kl fd;s tkrs gS&

(a) Spyware Scams (b) Phishing Scams
(c) Computer virus (d) Heetson Scams

67. A strong password must have/,d etcwr ikloMZ gksuk pkfg,&

(a) in both uppercase and lowercase letters/nksuksa upper case
vkSj lower case v{kjksa esa

(b) a word that is easy to remember, such as that pet's name/
,d 'kCn tks ;kn j[kuk vklku gksrk gS] tSls fd ikyrw

tkuoj dk uke

(c) a name consisting of at least combination of 8 characters
and letters,numbers and years/uke ftlesa de ls de 8
o.kZ vkSj v{kjksa] la[;kvksa vkSj o"kksZ dk la;kstu gks

(d) your full name/vkidk iwjk uke

68. Virus spreads in Application Software is called?/Application
Software esa QSyus okyk virus dks D;k dgk tkrk gS&

(a) Boot Virus/cwV ok;jl (b) Macro Virus/eSØks ok;jl

(c) Anti Virus/,aVh ok;jl (d) File Virus/Qkby ok;jl

69. Why someone hack into your computer without permission
enters?/D;ksa dksbZ vkids dEI;wVj esa (hack) fcuk vuqefr izos'k

djrk gS&

(a) they don't like you/mUgs vki ialn ugha gS

(b) to commit an offense/vijk/k djus ds fy,

(c) distribution of obscene, malicious acts etc./v'yhy]

nqHkkZoukiw.kZ dk;Z deksZ vkfn dks forfjr djus ds fy,

(d) all of the above/mijksDr lHkh

70. If you receive an email asking you for your username and
password What would you do in such a situation?/;fn vkidks

,d Mail izkIr gksrk gS ftlesa vkils vkids username vkSj

ikloMZ dh ekax dh tkrh gS] ,slh ifjfLFkfr esa vki D;k djsaxs&

(a) send it through your email provider Will report as
phishing/spam/mls vius email iznkrk ds ek/;e ls

fQf'kax@LiSe ds :i esa fjiksVZ djsaxs

(b) send your email address and password to the message/
lans'k dks vius email vkSj password ns nsaxs

(c) will speak before the sender of the message/lans'k Hkstus

okys ls igys ckr djsaxs

(d) none of these/buesa ls dksbZ ugha

71. Indian IT Act 2000 rules Designed to control which area/
Hkkjrh; IT vf/kfu;e 2000 fu;e fdl {ks= dks fu;af=r djus

ds fy, rS;kj fd;s x, gS&

(a) Income Tax/vk;dj

(b) Industrial Technology/vkS|ksfxdh izkS|ksfxdh

(c) Information Technology/lwpuk izkS|ksfxdh

(d) Insider Trading/bulkbMj VsªfMax

72. Which of the following is Cyber attack/fuEu esa ls dkSu

Cyber attack gS&
(a) Password attack (b) Denial of Service
(c) Phishing (d) All of these/mijksDr lHkh
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73. Cyber Security is called as ............../Cyber lqj{kk dks------------

------ Hkh tkuk tkrk gS&

(a) Country security/ns'k lqj{kk

(b) Emergency security/vkikrdky lqj{kk

(c) Computer security/dEI;wVj lqj{kk

(d) None of these/buesa ls dksbZ ugha

74. Group of words of Unfortunate Software like virus, worm
and trojan, is called./Unfortunate Software ds lkewfgd 'kCnksa

dks D;k dgk tkrk gS] tSls ok;jl worm vkSj trojan-

(a) Spam/ (b) Phishing

(c) Malware (d) Harm

75. To protect your data from online attack, hacker and virus is
called./vius MkVk dks online attack, hacker vkSj virus ls

cpkus dks D;k dgrs gS&

(a) Physical security (b) Cyber security

(c) Cyber attack (d) Virus

76. What is the full form of CIA in Information security?/
Information security esa CIA dh Qqy QkWeZ D;k gS&

(a) Confidentiality Integrity Availability

(b) Criminal Investigation Agency

(c) Cost Information Agency

(d) Credit Integrity Assessment

77. What is periodic assessment of security vulnerability in
computer system?/dEI;wVj iz.kkyh esa lqj{kk vulnerability dk

periodic assessment D;k gS&

(a) Threat (b) Attack

(c) Hacking (d) Security audit

78. Which activities endanger the sovereignty and integrity of
the nation?/dkSu&lh xfrfof/k;k¡ jk"Vª dh lEizHkqrk vkSj v[k.Mrk

dks [krjs esa Mkyrh gS&

(a) Cyber Terrorism (b) Cyber squatting

(c) Cyber vandalism (d) Carding

79. Computer system destroys Unauthorized access control and
data is called/dEI;wVj flLVe Unauthorized control/ igq¡p
vkSj MsVk dks u"V dj nsrk gS D;k dgk tkrk gS&

(a) Defamation (b) Carding

(c) Hacking (d) Cyber-stalking

80. Passive attack is called–/Passive attack fdls dgk tkrk gS&

(a) Network attack in which attacker access the computer
and theft data only./Network attack ftlesa attack djus

okyk O;fDr computer dks access dj dsoy data pqjk ysrk

gS

(b) Network attack in which attacker theft the data and also
modify the data./Network attack ftlesa attack djus okyk

O;fDr data pqjkus ds lkFk data modify Hkh djrk gS

(c) Network attack in which attacker don't theft the data./
Network attack ftlesa attack djus okyk O;fDr data ugha
pqjkrk gS

(d) None of the above/mijksDr esa ls dksbZ ugha

81. In which type of Network attack, attacker can access the
network and also modify the data./fdl izdkj ds Network
attack esa attack djus okyk O;fDr Network ds Access djus

ds lkFk Data dks Modify Hkh djrk gS&

(a) Active attack (b) Passive attack
(c) Extra attack (d) unusefull

82. Which of the following can't a Network attack/fuEu esa ls

Network attack fdl izdkj dk ugha gks ldrk gS&

(a) DDOS (b) Unauthorized access
(c) Not allow (d) SQL Injection attack

83. Full for of DDOS used in Network Security/Network Security
esa mi;ksx yh tk jgh term DDOS dk iwjk uke D;k gS\

(a) Distributed Denial of Services
(b) Distributed Disk Operating System
(c) Distributed Disk of Services
(d) Disk Device Operating System

84. In which medium Computer Worm not occurs/Computer
Worm fdu ek/;e esa ugha vkrk gS&

(a) USB Drive (b) E-mail
(c) T.V. Cable (d) Media Storage

85. Which software application or program is this , Which even
if not needed on computer Displays various types of
advertising is/,slk dkSulk Software application ;k program
gS tks Computer ij t:jr uk gksus ij Hkh fofHkUu izdkj ds

foKkiu ls tqMs+ cSuj fn[kkrk gS&

(a) Backdoor (b) Adware
(c) Root Kits (d) Trojans horse

86. In the given question match column A to column B./fn;s x;s
iz'u esa dkWye A dk dkWye B ls feyku djsa&

Column A/dkWye A
a. Root Kits b. Backdoor
c. Computer virus d. Computer Worm

Column B/dkWye B
(i) This creats a backdoor connection in Computer by which

spam can send./;g Computer esa ,d backdoor connection
cukrk gS ftlls spam Hksts tk ldsA

(ii) This gets full control of system after install in Computer
system./;g Computer system esa install gksus ds ckn system
dk full control izkIr dj ysrk gS

(iii) This spreads in one computer to another with any Human
interaction./;g fcuk Human interaction ds ,d Computer
esa nwljs Computer esa Lo;a QSyrk gSA

(iv) This creates problem in different activities of system
after enters in computer./;g Computer esa izos'k dj System
ds fofHkUu fØ;kdykiksa esa leL;k mRiUu djrk gSA

(a) a-i, b-ii, c-iii, d-iv (b) a-ii, b-i, c-iii, d-iv
(c) a-ii, b-i, c-iv, d-iii (d) a-iii, b-i, c-ii, d-iv

87. Which is a malware that enters in Computer and can block the
computer screen./,slk dkSulk malware gS tks Computer System
esa izos'k dj Computer dh Screen dks block dj nsrk gS&

(a) Root Kit (b) Trojans Horse
(c) Ransomware (d) Back door
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88. Which is a Malware that creates backdoor connection in
computer by which Hackers install the infected software
and get full control on system./,slk dkSulk Malware gS tks

Computer esa Backdoor connection cukrk gS ftlls gSdlZ

Infected Software install dj System dks iwjh rjg Control
esa ysrs gS&

(a) Ransomware (b) Spyware
(c) Backdoor (d) Adware

89. What is the common way to enter Virus in Hard Disk of
your Computer./vkids Computer dh Hard Disk esa Virus ykus

dk lcls vke rjhdk D;k gS\

(a) By Opening e-mail/bZesy [kksyus ij

(b) Install Game by COROMS
COROMS ls Game baLVkWy djuk

(c) Upload a picture on computer by mobile phone.
eksckby Qksu ls dEI;wVj ij Picture viyksM djuk

(d) None of the above
mi;qZDr esa ls dksbZ ugha

90. ........... becomes indysll and It remains hidden in your
computer memory. it's those specific types of files is included
in that it infecting/............... indysll gks tkrk gS vkSj vkids

Computer dh Memory esa fNik jgrk gSA ;g mu fof'k"V izdkj

dh Qkbyksa esa 'kkfey jgrk gS tks bls laØfer dj jgk gS&

(a) Boot Sector Virus (b) Polymorphic Virus
(c) Direct Action Virus (d) Multipartite Virus

91. ............. Execute and Infects Boot Sectors./........... execute
gksus ds lkFk&lkFk Boot Sectors dks Infects djrk gSA

(a) Non-resident Virus (b) Polymorphic Virus
(c) Multipartite Virus (d) Boot Sector Virus

92. It is difficult to identify …………… because they keep
changing its types and signs/--------------- dks igpkuuk eqf'dy gS

D;ksafd os vius types ¼izdkj½ vkSj sign ¼gLrk{kj½ cnyrs jgrs

gS&

(a) Non-resident Virus (b) Polymorphic Virus
(c) Multipartite Virus (d) Boot Sector Virus

93. ………. Delete those files which infects it/---------------- mu lHkh

Qkbyksa dks Delete dj nsrk gS] tks bls laØfer djrh gS&

(a) Overwrite Virus (b) Polymorphic Virus
(c) Non-resident Virus (d) Multipartite Virus

94. -------------------- is also known as Cavity Virus./-----------dks Cavity
Virus ds :i esa Hkh tkuk tkrk gSA

(a) Non-resident Virus (b) Polymorphic Virus
(c) Space-filler Virus (d) Overwrite Virus

95. Which is a type of program that either shows off, or useful
features described as being, but actually contain harmful
code?/dkSu ,d izdkj dk Program gS tks ;k rks gksus dk

fn[kkok djrk gS] ;k mi;ksxh lqfo/kkvks a dk gksus ds :i esa of.kZr

fd;k x;k gS] ijarq okLro esa gkfudkjd dkSM+ 'kkfey gksrk gS\

(a) Trojans (b) Bots
(c) Viruses (d) Adware

96. Which is a program who is eligible to copy with user
intervention regularly./dkSu lk ,d Program gS tks yxkrkj

user intervention ds lkFk udy djus esa l{ke gS\

(a) Virus (b) Bots
(c) Rootkit (d) Trojan horse

97. Which is a Software Program that install on your computer
one time and track your habit of Internet Browsing and send
popup to you of that sites and subject related to advertisment
is called./dkSu lk ,d Software Program gS] tks ,d ckj

vkids Computer ij Install gksrk gS] vkids Internet Browsing
vknrksa dks Track djrk gS vkSj vkidks mu sites vkSj subject
ls lacaf/kr foKkiuksa okys popup Hkstrk gS] D;k dgykrk gS&

(a) Adware (b) Malware
(c) Backdoors (d) Spyware

98. The Software Program which is design to exploitation of
computer user and it is a comprehensive word to cover
Computer Virus, Worms, Trojan, Adware etc./og Software
Program, ftls Computer user dk 'kks"k.k djus ds fy, Design
fd;k x;k gS vkSj ;g Computer Virus, Worms, Trojan,
Adware vkfn dks doj djus okyk ,d O;kid 'kCn gS&

(a) Malware (b) Key-logger
(c) Backdoors (d) Spyware

99. ............. Computer Program which is designed by hacker to
get root or administrative access of your computer./.............
Computer Program gS] tks hackers }kjk vkids Computer ij
Root ;k Administrative Acces izkIr djus ds fy, Design fd,

x, gS&

(a) Rootkits (b) Backdoors
(c) Spyware (d) Malware

100. Computer Attack which focuses on capturing small packets
from the transmitted network, other computers and reading
the data content in search of any kind of information./og
Computer Attack tks lapkfjr Network ls NksVs iSdsVksa dks

capture djus ij dsafnzr gS] vU; dEI;wVj vkSj fdlh Hkh izdkj

dh tkudkjh dh ryk'k esa MsVk lkexzh i<+uk------------ gksrk gS&

(a) Eavesdropping (b) Phishing
(c) Scams (d) Exploits

101. It is a part of Malware which works as attack on computer,
removed data, sending spam or data encrypt etc., is called./
Malware dk Hkkx tks computer ij attack dj data gVkuk] LiSe
Hkstuk ;k data encrypt djuk vkfn dk;Z djrk gS] dgykrk gS&

(a) Exploits (b) Scams
(c) Payload (d) Spamming

102. Type of Computer Virus are/Computer Virus ds --------------------

- izdkj gksrs gS&

(a) 15 (b) 10
(c) 12 (d) None of the above

103. The software includes form of Computer Virus, Worms,
Trojans, Adware, etc., is called./Computer Virus, Worms,
Trojans, Adware vkfn ds 'kkfey :i dks dkSulk software
dgk tkrk gS\

(a) Malware (b) Backdoors
(c) Spyware (d) Key-logger
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104. Virus that infects a user with useful applications download
the excuses and make fool into execute them, they are
supposed to/Virus tks fdlh User dk mi;ksxh vuqiz;ksxks a ds

cgkus download djus vkSj mUgsa Execute djus esa ew[kZ cukrs

gS] mUgsa ekuk tkrk gS&

(a) Cracker (b) Trojan Horses

(c) Worm (d) Keylogger

105. Viruses are often transmitted by floppy disks left in floppy
drives./................ Virus vDlj Floppy Drive esa NksM+h xbZ ,d

Floppy Disk }kjk izsf"kr gksrs gS&

(a) Boot sector (b) Program code

(c) Logic Bomb (d) Script

106. Which virus spreads in Application software./Application
software esa dkSu&lk Virus QSyrk gS&

(a) Anti Virus (b) Macro Virus

(c) File Virus (d) Boot virus

107. Packet fillering firewall is called/Packet fillering firewall dks

dgk tkrk gS&

(a) First generation firewalls

(b) Second generation fiewall

(c) Third generation firewalls

(d) Fourth generation firewalls

108. Stateful Multilayer firewall is called/Stateful Multilayer
firewall dks dgk tkrk gS&

(a) First generation firewalls

(b) Second generation fiewall

(c) Third generation firewalls

(d) Fourth generation firewalls

109. Application layer firewall is called/Application layer firewall
dks dgk tkrk gS&

(a) First generation firewalls

(b) Second generation fiewall

(c) Third generation firewalls

(d) Fourth generation firewalls

110. Packet filtering firewall works on which layer of OSI./Packet
filtering firewall fdl OSI ys;j ij dk;Z djrk gS&

(a) Application Layer/,Iyhds'ku ys;j ij

(b) Transport Layer/VaªkliksVZ ys;j ij

(c) Network Layer/usVodZ ys;j ij

(d) Both (b) and (c)/(b) o (c) nksuksa

111. Which of the following statement is true about Firewall?/
Firewall ds fy;s fuEu esa ls dkSulk Statement lR; gS&

(a) Filters Networks Traffic/Networks Traffic dks fQYVj djuk

gS

(b) Protect security to Hardware and Software./gkMZos;j ,ao

lkW¶Vos;j dks lqj{kk iznku djuk

(c) Follow the rule/:y dk vuqlj.k djuk

(d) All of the above/mijksDr lHkh

112. Which of the following system runs on application layer by
using proxy software?/fuEufyf[kr esa ls dkSulk flLVe

,fIyds'ku ys;j ij izkWDlh lkW¶Vos;j dk mi;ksx dj ju djrk

gS&

(a) Proxy NAT (b) Proxy Client

(c) Client 32 (d) Proxy Server

113. Which is highest used command to ICMP (Internet Control
Message Protocol)/ICMP (Internet Control Message
Protocol) gsrq lokZf/kd iz;qDr dek.M dkSulh gS&

(a) Ping (b) Trace

(c) Netstat (d) NBT stat

114. Primary objective of a Ethical Hacker is/,d Ethical Hacker
dk izkFkfed mns'; gksrk gS&

(a) Avoiding detection

(b) Test security control./lqj{kk daVªksy dks test djuk

(c) To remove Security Vulnerabilities/Security dh [kkfe;ksa

(Vulnerabilities) dks nwj djuk

(d) Determine the return of investment of Security Measure/
Security Measure ds investment dk Return Determine
djuk

115. Hacking done by any cause is called./fdlh dkj.k ls dh xbZ

Hacking dgykrh gS&

(a) Hacktivism (b) Black-hat hacking

(c) Active hacking (d) Activism

116. Term "Ethical Hacking" means/VeZ "Ethical Hacking" dk

vFkZ gS&

(a) Someone who is using his/her skills for defensive
purposes.

(b) Someone who is hacking for ethical reasons.

(c) Someone who is using his/her skills for ethical reasons.

(d) Someone who is using his/her skills for offensive
purposes

117. What is the difference between a ethical hacker and cracker./
,d ,fFkdy gSdj ,oa Øsdj ds e/; D;k vUrj  gS&

(a) Ethical hacker have Authorization of target owner./,fFkdy

gSdj ds ikl target ds ekfyd dk authorization gksrk gS

(b) Ethical Hacker is a paid Cracker./Ethical gSdj ,d paid
Cracker gh gS

(c) Ethical Hacker don't used techniques and skills like
Cracker/Ethical Hacker Øsdj ds leku rduhd ,oa Skills
dk iz;ksx ugha djrk gS

(d) Ethical Hacker do hacking in financial metive opposed
to cracker./,fFkdy gSdj gSfdax Øsdj ds foijhr Financial
metive esa djrk gS

118. Professionally or Ethically hacking of a message is called./
,d message dks professionally ;k ethically hacking dgykrh

gS&

(a) Cryptography (b) Encryption

(c) Decryption (d) Penetration Testing
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119. Ethical hacking is called as ................./Ethical hacking dks

-------------- dgk tkrk gS&

(a) White hat Hacking
(b) Penetration Testing
(c) Both white hat hacking & penetration testing
(d) None of the above/mijksDr esa ls dksbZ ugha

120. Hacktivist is one, who/A hacktivist og gksrk gS tks&

(a) Hack a website or computer to spread Political thinking.
,d Political fopkj/kkjk dks c<+kok nsus gsrq Computer ;k
Website dks Hack djrk gS

(b) Attempt to destroy infrastructure component of
Government./Government ds Infrastructure Component
dks Destroy djus dk iz;kl djrk gS

(c) Illegal person violates the computer or internet security
for profit./Illegal O;fDr ykHk ds fy, dEI;wVj ;k baVjusV

Security dk mYya?ku djrk gS

(d) Gain financial profit by Disruption of Information system
and Business operation of a company./,d dEiuh ds

Information system ,oa Business operation dks disruption
ds foÙkh; ykHk dekrk gS

121. ................ is a technique which is used by a business
organizations and firms to protect its IT assets./,d ,slh

rduhd gS tks business organizations and firms }kjk mudh

IT assets dks protect djus gsrq iz;qDr gksrh gS&

(a) Ethical hacking (b) Unethical hacking
(c) Fixing bugs (d) Internal data-breach

122. ------------- requirement in mind of penetration tester at the time
of evaluate security postures of the firm./,d QeZ dks Security
postures dks evaluate djrs le; penetration tester dks -------

------ Requirement dks /;ku esa j[kuk pkfg,&

(a) Privacy and security (b) Rules and regulations

(c) Hacking techniques (d) Ethics to talk to seniors

123. What is the ethics behind training to hack a system./fdlh

flLVe dks gSd djus dh Vsªfuax ds ihNs D;k Ethics gS&

(a) Think like Hackers and know about to avoid such attacks.

gSdlZ dh rjg lkspuk vkSj ,sls attacks ls cpko djuk

tkuuk

(b) Hack a system without permission

fcuk permission ds flLVe dks Hack djuk

(c) To Hack a vulnerable network.

detksj usVodZ dks Hack djus ds fy,

(d) To currupt a software or service by the use of Malware

eSyos;j dk mi;ksx djds Software ;k Service dks Currupt
djus ds fy,

124. Testing on Internal network by an organization is called?/

,d organisation ds }kjk Internal network ij  dh xbZ

testing dgykrh gS&

(a) Grey-box testing (b) Black-box testing

(c) White-box testing (d) Achieve testing
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1. Ans. (c)
2. Ans. (a)
3. Ans. (c)
4. Ans. (d)
5. Ans. (d)
6. Ans. (b)
7. Ans. (c)
8. Ans. (b)
9. Ans. (b)
10. Ans. (c)
11. Ans. (a)
12. Ans. (c)
13. Ans. (d)
14. Ans. (c)
15. Ans. (a)
16. Ans. (d)
17. Ans. (c)
18. Ans. (a)
19. Ans. (c)
20. Ans. (a)
21. Ans. (d)
22. Ans. (a)
23. Ans. (d)
24. Ans. (a)
25. Ans. (a)
26. Ans. (d)
27. Ans. (a)
28. Ans. (c)

There are a total of 10 types of virus.
These are categorized based on their
working and characteristics. These
are System or Boot Sector Virus,
Direct Action Virus, Resident Virus,
Multipartite Virus, Polymorphic
Virus, Overwrite Virus, Space-filler
Virus, File infectors, Macro Virus,
Rootkit virus.

29. Ans. (d)
30. Ans. (b)
31. Ans. (c)
32. Ans. (d)
33. Ans. (c)
34. Ans. (a)
35. Ans. (b)
36. Ans. (a)
37. Ans. (d)
38. Ans. (a)
39. Ans. (d)
40. Ans. (c)
41. Ans. (b)
42. Ans. (b)

43. Ans. (a)
44. Ans. (a)
45. Ans. (b)
46. Ans. (a)
47. Ans. (d)
48. Ans. (b)
49. Ans. (b)
50. Ans. (c)
51. Ans. (d)
52. Ans. (d)
53. Ans. (d)
54. Ans. (c)
55. Ans. (b)
56. Ans. (c)
57. Ans. (a)
58 Ans. (d)
59. Ans. (b)
60. Ans. (c)
61. Ans. (d)
62. Ans. (a)
63. Ans. (c)
64. Ans. (d)
65. Ans. (b)
66. Ans. (b)
67. Ans. (c)
68. Ans. (b)
69. Ans. (d)
70. Ans. (a)
71. Ans. (c)
72. Ans. (d)
73. Ans. (c)
74. Ans. (c)
75. Ans. (b)
76. Ans. (a)
77. Ans. (d)
78. Ans. (a)
79. Ans. (c)
80. Ans. (a)
81. Ans. (a)
82. Ans. (c)
83. Ans. (a)
84. Ans. (c)
85. Ans. (b)
86. Ans. (c)
87. Ans. (c)
88. Ans. (c)
89. Ans. (a)
90. Ans. (c)

Direct Action Virus - This is also
called non-resident virus, it gets
installed or stays hidden in the
computer memory. It stays attached

to the specific type of files that it
infect.

91. Ans. (c)
92. Ans. (b)

Polymorphic Virus is difficult to
identify as they keep on changing
their type and signature

93. Ans. (a)
An overwrite Virus is a type of
computer virus that affects the
computer system negatively. An
overwriting virus destroys the code
of the original program and much
more. An overwriting virus is
considered a malicious program that
aims to infect the computer system
and destroy the program.

94. Ans. (c)
CIH is sometimes referred to as a
"space filler virus," referring to its
ability to clandestinely take up file
space on computers and prevent
antivirus software from running. It
was named after the famous
Chernobyl nuclear disaster that
occurred in the Soviet Union on
April 26, 1986

95. Ans. (a)
Trojans are programs that claim to
perform one function but actually do
another, typically malicious
In computing, a Trojan horse is any
malware that misleads users of its
true intent. The term is derived from
the Ancient Greek story of the
deceptive Trojan Horse that led to the
fall of the city of Troy

96. Ans. (a)
97. Ans. (a)

Adware, often called advertising-
supported software by its developers,
is software that generates revenue for
its developer by automatically
generating online advertisements in
the user interface of the software or
on a screen presented to the user
during the installation process

98. Ans. (a)
99. Ans. (a)
100. Ans. (a)
101. Ans. (c)
102. Ans. (b)
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